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Course Description

This course includes knowledge of common methods in asymmetric
encryption, as well as possible attacks in faulty implementations of these
methods: RSA, El-Gamal, Diffie-Hellman-Key-Exchange, elliptic curves, and
selected methods of Post-Quantum-Cryptography. Students who completed
this course possess profound knowledge of cryptographic methods. They are
able to correctly and securely use cryptographic protocols. They are
proficient in verifying the security of One-Way-Functions and (Pseudo-
)Random-Number-Generators. Furthermore, they are able to recognize and
avoid typical mistakes in asymmetric encryption.
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