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Course Description

This course is part of the Laurea Magistrale program. The course is intended
for advanced level students only. Enrollment is by consent of the instructor.
This course examines: the conceptual and theoretical foundations of
cybercrime research; the cutting edge empirical research on cybercrimes;
the main tools and practices related to the prevention and countering of
cybercrimes, and to their harm mitigation; the social challenges and
implications of digitalization and datafication in the context of cybercrime
research and investigations; and develops an approach to cybercrimes that
recognizes the cross-disciplinary nature of the area. The course discusses
topics including approaching and researching crime in cyberspace; crimes
against devices; crime against persons; crimes of deception and coercion;
intellectual property infringement; market-based crimes; political offences;
cyberterrorism and radicalization; information pollution; disrupting and
preventing cybercrimes; crimes of the present, crimes of the future; and
researching crime in cyberspace.
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