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Course Description

90% of security incidents exploit software vulnerabilities. This course studies
principles and mechanisms for improving software security. It discusses
various attack techniques; how to defend against them; and more
importantly, how to develop software with less vulnerabilities in advance.

The course covers topics such as security principles, buffer overflow, race
condition attacks and security development lifecycles (SDL), security by
design. Operating systems and computer network courses are
recommended before taking this course.
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