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Course Description

This course provides an overview of computer systems security. Students
build a comprehensive understanding of central problems in software and
hardware security and solutions to them.

Topics include the basic concepts of threats and security, access control,
authentication, cryptography, and low-level software and hardware security.
In addition to the principles and theories presented in the class, students are
able to develop practical skills by completing six programming assignments
along the way. Students perform threat modeling and security analysis of
existing computer systems, write attack payloads that compromise insecure
programs, and develop defensive programming skills and be able to use
existing defensive mechanisms.
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